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1. Purpose
This policy establishes the procedures for detecting, responding to, and recovering from information security incidents affecting SafeRedact. It satisfies ISO 27001:2022 Annex A controls A.5.24–A.5.28 and SOC 2 criteria CC7.1–CC7.5.
2. Incident Classification
2.1 Severity Levels
Severity 1 (Critical): Active data breach or compromise of customer data, complete service outage, or compromise of production credentials. Response time: Immediate (within 1 hour).
Severity 2 (High): Attempted unauthorized access, significant service degradation, vulnerability actively being exploited, or detection engine failure resulting in missed PII. Response time: Within 4 hours.
Severity 3 (Medium): Unsuccessful attack attempts, minor service issues, policy violations, or isolated false positives/negatives in detection. Response time: Within 24 hours.
Severity 4 (Low): Informational alerts, minor policy deviations, routine vulnerability findings. Response time: Within 72 hours.
3. Incident Response Phases
3.1 Detection and Identification
Security incidents may be identified through automated monitoring and alerting, user or customer reports, log analysis, vulnerability scanning, and third-party notifications. All personnel are required to report suspected incidents immediately to the Information Security Officer via email at support@saferedact.app or by direct communication.
3.2 Containment
Upon identification of an incident, immediate containment actions shall be taken based on severity. For Severity 1 and 2 incidents, containment may include revoking compromised credentials, isolating affected systems, blocking malicious IP addresses, disabling compromised user accounts, and rolling back to a known-good deployment via Vercel.
3.3 Eradication
The root cause of the incident shall be identified and eliminated. This may involve patching vulnerabilities, removing malicious code, updating configurations, rotating all potentially compromised secrets and tokens, and updating detection rules or monitoring.
3.4 Recovery
Systems shall be restored to normal operations with verification that the threat has been eliminated, all indicators of compromise have been addressed, monitoring has been enhanced to detect recurrence, and affected stakeholders have been notified.
3.5 Post-Incident Review
A post-incident review shall be conducted within 5 business days of incident resolution for all Severity 1 and 2 incidents. The review shall document the incident timeline and root cause, effectiveness of the response, lessons learned and improvement actions, and updates required to policies, procedures, or controls.
4. Communication and Notification
4.1 Internal Communication
The Information Security Officer shall be notified of all incidents. Leadership shall be notified of all Severity 1 and 2 incidents immediately. Incident status updates shall be provided at regular intervals until resolution.
4.2 External Notification
Customer notification shall occur without undue delay for incidents affecting customer data, in accordance with DPA obligations and the following regulatory requirements:
1. UK GDPR: Notify the ICO within 72 hours where feasible; notify affected data subjects without undue delay if high risk
1. EU GDPR: Notify the supervisory authority within 72 hours; notify data subjects without undue delay if high risk
1. CCPA/CPRA: Notify affected California residents in the most expedient time possible and without unreasonable delay
1. Contractual: Per customer DPA terms, which may impose shorter notification windows
5. Incident Register
All security incidents shall be recorded in the Incident Register with a unique identifier, date and time of detection, classification and severity, description and affected assets, containment and eradication actions, resolution and recovery actions, root cause analysis, and corrective and preventive measures.
6. SafeRedact-Specific Incident Scenarios
The following scenarios require specific response procedures:
1. Detection Engine Failure: If the PII detection pipeline (inline regex, LLM prompt, or DSAR exclusion layers) fails to identify sensitive data, this is classified as minimum Severity 2. Response includes immediate investigation of the detection pipeline, notification of affected enterprise customers, and manual review of recently processed documents
1. API Key Compromise: Compromise of the Anthropic API key, Supabase service role key, or GitHub token requires immediate rotation and audit of all API calls made with the compromised key
1. Third-Party Breach: A security breach at Anthropic, Vercel, or Supabase requires immediate assessment of impact on SafeRedact, potential credential rotation, and customer notification if warranted
7. Testing
Incident response procedures shall be tested at least annually through tabletop exercises or simulated incidents. Test results shall be documented and used to improve procedures.
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